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Abstract: Bitcoin introduces a new P2P(Peer to Peer) trading method to the public and relies on its protocols to achieve
decentralization. However, due to the lack of fine-grained formal analysis and systematic modeling of bitcoin, the security of
bitcoin protocols is not guaranteed. We provide a comprehensive symbolic analysis of bitcoin protocols. Our work develops
bitcoin model rules and model lemmas with the abstraction of in-protocol interactions and inter-protocols interactions. We re-
fine the modeling of bitcoin protocol entities and their related protocol operations compared to the previous work, along with
the comprehensive design of the security lemmas that bitcoin protocols should guarantee. The symbolic model rules and lem-
mas developed in our work are inputted into the automatic formal verification system SmartVerif. We find the computational
power stealing attack and no additional manual work is needed for the model verification with the help of the SmartVerif.
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rule task_solution:

let subscrinfo =(W,cab)

fixtaskinfo =(F,sbid,cab)

hpb = h1(pb)

changetaskinfo = chptsk(bh,hpb,MTB,bt,bd)

shareinfo = share(fixtaskinfo,changetaskinfo,

~en2,~st,~nonce)

txnminfo =(uidP,pkP,sV,pkM,sigP)

MTB = hl(txnminfo)

utxoinfo =(uidP,pkP,Vp)

chainmsg =(bh,pb,rwd,bd,utxoinfo) in
[ St W3(k,F,W,fixtaskinfo,sbid,changetaskinfo)
, Fr(~en2), Fr(~st), Fr(~nonce)]
--[ Claim_subsol(W,F,sbid,shareinfo)
, TaskSolution(W,FE,sbid,shareinfo)
, InEq(F,W)]-)
[ Out( (W,F,shareinfo) )
, St W4(k,F,W,fixtaskinfo,sbid,changetaskinfo,shareinfo)]

rule recv_block submission:

let fixtaskinfo =(F,sbid,cab)

utxoinfo =(uidP,pkP,Vp)

chainmsg =(bh,pb,rwd,bd,utxoinfo)

hpb = h1(pb)

txnminfo =(uidP,pkP,sV,pkM,sigP)

MTB = hl(txnminfo)

changetaskinfo = chptsk(bh,hpb,MTB,bt,bd)

shareinfo = share(F,sbid,cab,changetaskinfo,

en2,bt,nonce)

TIDO = uidP

txcbinfo = txcb(TIDO,FIX,rwd,F,shareinfo)

MTR = h2(hS(TIDO,FIX,rwd,F,shareinfo), MTB)

txsinfo =(TIDO,FIX,rwd,F,sbid,en2,txnminfo)

block =(bh,hpb,MTR,nonce,bt,bd,txsinfo) in
[ St_N2(CN,pkP,pkM,sbr,chainmsg)
, In( (br,block) )]
--[ RecvBlockSubmission(block)
, NotSmaller(br,sbr)]-)
[ St N3(CN,pkP,pkM,br+sbr,block)]
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